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Remote Procedure Calls (RPC)

• A program executes a procedure (subroutine) in a different address 
space

• commonly on another computer on a shared computer network
• written as if it were a normal (local) procedure call
• without the programmer explicitly writing the details for the remote 

interaction
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Client 
(Local Machine)

add(a, b)

Server 
(Remote Machine)

int add(int a, int b){
return a + b

}

executes add(a, b)
add(a, b) is running on the remote server

return the execution result to client



RPC in Java Programs
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etcd
Distributed Data Store Network Filesystem Data Analytics Framework

Cluster Orchestrator Consensus Protocol

raft

Deep Learning System

• Remote Procedure Calls (RPC) Widely Used
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[1] Aequitas: Admission Control for Performance-Critical RPCs in Datacenters, SIGCOMM ’22 
[2] Profiling a Warehouse-Scale Computer, ISCA ‘15 

etcd
Distributed Data Store Network Filesystem Data Analytics Framework

Cluster Orchestrator Consensus Protocol

raft

Deep Learning System

• Remote Procedure Calls Widely Used

In Google’s datacenter, RPCs 
• generate >95% of application traffic[1] 
• spend ~10% of its CPU cycles[2] 



0. Protocol between Server and Client
public interface CalculationProtocol { //  interface

public int add(int a, int b);
}

RPC Example between Client & Server
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// 1.1 Implement the protocol
public class CalculationImpl implements CalculationProtocol{

public int add(int a, int b){ 
SINK(a); // sink point 
return a + b;

}
}
// 1.2 Bind a handler for the protocol and  start
String address = "127.0.0.1";
Server server = CREATESERVER(address);
CalculationProtocol handler = new CalculationImpl();
server.bind(CalculationProtocol.class,  handler);
server.startListen( (args)->{

int a,b = DESERIALIZE(args);
int sum1 = handler.add(a, b); //execute "add(a,b)" on Server
server.response(sum1);

});


Implementation

in Remote 
Server 

 Binding 
& Response
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// 2.1 create a client and connect to the server
Client client = CREATECLIENT();
String address = "127.0.0.1";
client.connect(address);
// 2.2 create an RPC caller instance
CalculationProtocol proxy =CREATERPCPROXY(

CalculationProtocol.class, (args) -> {
String serializeObject = SERIALIZE(args);
return client.send(serializeObject);

}}});
// 2.3 invoke an RPC method
int a = SOURCE(), b=5; // source point
int sum2 = proxy.add(a,b); //invoke "add(a,b)" method in 
the client, and obtain the  sum from the server remotely.

 Call 
from 
Client
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 Direct impact: impossible to determine 
which remote method responds to the 
local method
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Invocation 
from 

ClientSOURCE

SINK

 Direct impact: impossible to determine 
which remote method responds to the 
local method

 Indirect impact: 
 Source from the client (line 37)
 Sink in the server (line 11)
 Leak path is missed by taint analyzers
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• Observations
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 The variable proxy points to 
the object handler
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 The variable proxy points to 
the object handler

 Proxy.add actually executes 
handler.add
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 The variable proxy points to 
the object handler

 Proxy.add actually executes 
handler.add

 The variable sum2 is the value 
sum1 from the server after the 
execution
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RPC Operations
• Protocol
• Register
• Connect

CH

CFG

CG

Java
Bytecode

Preprocessing

Adapter Extraction

Analysis
• Handshake
• Edge Construction
• Assignment

Model

Representations 
Inference Further Analysis

Instrumented
Jar Files

Visual Report

Pe
rs

is
te

nc
e 
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• Basic Representations
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Representation Description

Call(i: I, s: S) instruction i is a call to a method, whose signature is s

ActualArg(i: I, n: N, v: V) at invocation i, the n-th parameter is local variable v. For virtual calls, the variable this is the first (0-th) element

FormalParam(m: M, n: N, v: V) the variable v is the n-th formal parameter of the method m. The receiver is the 0-th parameter for virtual calls

AssignRetValue(i: I, v: V) at invocation i, the value returned by the invocation is assigned to the local variable v

ReturnValue(m: M, v: V) the variable v is the one (assumed single) returned by the method m

ObjType(o: O, t: T) the object o has the type t

LookUp(s: S, t: T, m: M) in type t, there exists a method m with the signature s; a sub-signature also works

VarPointsTo(v: V, o: O) a variable v points to the object o

ParaListSize(size: N, s: S) the number size indicates the size of the parameter list of the method whose signature is s

CallGraphEdge(i: I, m: M) the method m is called at the instruction i
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• Semantic Modeling of RPC Operations
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Representation Description

PROTOCOLREGISTER(tproto: T, ohandler: O, ip: N) register the protocol type tproto in the server with the IP address ip and  bind the corresponding handling 
object ohandler

RPCCONNECT( oproxy: O, ip: N) connect the server with the IP address ip by the RPC caller oproxy

REIFIEDRPCINSTANCE(tproto: T, v: V) v is the variable representing the proxy instance of the protocol type tproto, which can launch an RPC 
invocation

SUBSIGNATURE(s: S, ssub: S) the ssub is the sub-signature of the signature s, they have the same method declaration except for the 
information of the class they belong to

RPCCALLINFO(s: S, vproxy: V, i: I) a call instruction i invokes an RPC method m, whose instance caller is vproxy

RPCOBJECTHANDLER(oproxy: O, ohandler: O) abstract RPC caller oproxy has its invocation handled remotely by the corresponding method of the object 
ohandler on the server with the same subsignature



Static Analysis of Remote Procedure Call

• Adapter  (Operations)
• Register (Server)

• ms <...ipc.RpcEngine: RPC.Server getServer(java.lang.Class,Java.lang.Object,...)>

Call(i, ms),   ActualArg (i, 1, v0),  ActualArg(i, 2, v1),
VarPointTo(v0, tproto), VarPointTo(v1, ohandler)
 ProtocolRegister(tproto, ohandler, -)

• Connect (Client)
• mc <...ipc.RPC: <T> T waitForProxy(java.lang.Class,long,...)>

Call(j, mc),
ReturnVar(j, vproxy), VarPointTo(vproxy, oproxy)
 RPCConnection( oproxy, -)
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Static Analysis of Remote Procedure Call

Points-to Analysis RPC Edge Construction
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Evaluation

• Dataset (5 RPC Frameworks: Hadoop-common/gRPC/dubbo/RMI/Thrift)
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Evaluation

• RPC Identification

 263 protocols
 1,098 RPC calls 
 2,578 call edges are added to the CG
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Evaluation

• Real Caller-Callee

About 60% of protocols/RPCs/edges
are covered after running
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Evaluation

• False Positives (matched protocols in Hadoop)
• Hadoop prefers to ProtoBuf instead of Writeable.
• 37 matched protocols

• 20 are covered (17 un covered)
• 3 are Writeable from test cases
• 17 are ProtoBuf

• 38 Writeable protocols through text search

Assuming: all protocols that are not covered are false 
positives (false positive upper bound)

FP(%) = 37−20
37+38−3 = 23.6%



Others 9

MapReduce

9

4

Yarn

3

HDFS

10

64

10

659

Others 180

MapReduce

14

Yarn

4

HDFS

109

7 312

Hadoop HBase 23

RPC edges are built to make the 
submodules in the system connected

Case Study



• Benefits of RPC connectivity
• Taint Analyzer：FlowDroid
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Evaluation

Leak Path: +24.3 = 9/37
Memory Cost:  +0.26%

Time Cost:  +12%



Limitations

• IP addresses are taken into account in our approach, but it is not 
easy to actually analyze it statically (IP addresses are not 
considered in our experiments)

• The size of most of the actual programs with RPC are large, and 
analyzing them requires a lot of hardware resources

• RPC frameworks can support cross-language communication, but 
static analysis of cross-language programs is difficult

• Adapters building for the RPC framework require a priori expert 
knowledge

• Deep learning or large language models may be able to get this knowledge 
automatically
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